Cryptography and Steganography are two prominent techniques to obtain secure communication over the shared media like the Internet. Steganography is slightly ahead of cryptography because of its stealthy characteristics. In this paper, a new method has been proposed which combines cryptography and steganography to ensure even more secure communication. The Advanced Encryption Standard (AES) in spatial domain of the carrier/cover image and Least Significant Bit (LSB) replacement in the transformed domain of the same image has been used after performing a Discrete Cosine Transform (DCT) on the pixels. An additional layer of security has been introduced by applying XOR operation on the AES encrypted message with the pixel values of the carrier image. The Peak Signal to Noise Ratio (PSNR) of the proposed algorithm is better than most of the similar algorithms. With better PSNR, the proposed method depicts a three layer of security of the information and error free decryption.
makes the information vulnerable while they are up on the internet. Therefore, intruders like hackers can get an easy access to the shared information. So, data security is a primary concern in digital communications. Data security means that the data is to be protected from the unauthorized access and error introduction throughout the lifecycle. There are three practices that can ensure data security which are key management, data encryption, and tokenization. This security can be ensured by changing the information bits in such a fashion so that once the information bits are in the communication medium, they do not make any sense to the intruder while they get the access to the data but at the same time they can be reconfigured to the original information at the expected receiver's side. This idea can be sketched as a black-box for the time being. This black box takes the information bits as inputs and changes them to some other form and sends it to the receiver. The inverse black-box at the receiver's side will find the exact information bits from the changed form. This black-box is basically cryptography. The security parameters of cryptography are enhanced to a great extent by steganography. So, both cryptography and steganography can be used as the black-box for the overall data sharing systems. Cryptography basically conceals the actual message using a mathematical definition which can also be inversed to get the concealed data back. In steganography, the idea of information sharing is non-existent, i.e. the intruders will not even know that the information is being sent over the internet or some other information sharing medium. This is done by hiding the information in some kind of digital carriers like images, audios, videos and even protocols [1] . These carriers are also called cover media or cover object and after embedding the information into the cover media they are named as stego media or stego object [2] . The performance and efficiency of a steganography algorithm are measured using some important parameters which are imperceptibility, data embedding capacity, robustness, secrecy and accuracy [2] .
In this paper, we represented a potential tri-layered secure image steganography using Advanced Encryption Standard (AES) technique as the cryptographic tool in the spatial domain of the image and also LSB replacements in the Discrete Cosine Transform (DCT) coefficients of the frequency domain. In the middle of these two operations there is also an XOR operation between the binary representation of the AES encrypted message and the pixel values of the image to ensure the security of the message even before passing to the frequency domain. With all these security measures the proposed algorithm suggests a good robustness and secrecy. Because of the transformed domain the imperceptibility is also ensured throughout the procedure with a decent data embedding capacity and accuracy.
The rest of the paper is organized as follows. In Section 2, the related works in the same or related fields are discussed. Section 3 sheds some light on the theoretical background of the work. Section 4 explains the proposed algorithm whereas Section 5 represents the results and the analysis of the experiments. Finally, the paper is concluded in Section 6.
Related Works
Steganography is extensively segregated into five different categories [3] . The categories are based on text, image, audio, video and network or protocol. Image is popular in steganography because of its surplus availability and redundancy.
Two types of domain for information embedding in an image are mentioned and these are spatial domain embedding and frequency domain embedding [4] .
There are quite a few techniques used to hide information in spatial domain.
LSB substitution is one of the easiest and popular techniques used by different algorithms. LSB substitution is of two types; LSB replacement and LSB matching [5] . To embed by using LSB replacement method, we replace an LSB with bits of secret information in each pixel of the cover image [6] . In LSB matching, if the least significant bit of a byte in the cover image does not match with the next bit of the secret message, then the pixel bit of the cover is either increased or decreased by one, except at the boundary values [7] . Wu Jameelah, H.S. proposed an algorithm to hide an image within another image taken as the cover image which resulted in a PSNR value of 54.81 dB [13] . Gunjal et al. proposed a technique of steganography using blowfish algorithm and LSB replacement in the DCT coefficients of the image and obtained a PSNR of 72.75 dB [14] . Tseng et al. proposed a method using JPEG images and applied DCT to get the DC coefficients [15] . They used Quantization Error Table (QET) to track down less erroneous DC values and embed the information in their LSB.
Their experimental results came out with a PSNR value of 47.92 dB at best. Hashad et al. proposed a robust steganography technique using LSB replacement in DCT coefficients [16] . They traced the message bit one by one in the 4-MSB of every byte and the positions were converted into coding map for encryption.
They also used a positive integer "ρ" for further modification of the algorithm. Based on PSNR values, all of these papers suggest a decent security of the information transmission. The proposed algorithm worked on the PSNR value and came up with a better PSNR value than the methods discussed here. The results and comparisons with some other methods are discussed in Section 5.
Seivi et al. proposed a new technique of steganography based on edge detection

Theoretical Backgrounds
In this section, we briefly introduce the theoretic background to develop the proposed method: Advance Encryption Standard (AES), Least Significant Bit (LSB) replacement and Discrete Cosine Transform (DCT).
Advance Encryption Standard
Advance Encryption Standard (AES) is an encryption algorithm which is widely used to ensure data security, integrity and privacy when transmitted through internet. AES has a block length and cipher key length of 128 bits whereas Rijndael has a minimum of 128 bits and maximum 256 bits. AES is a round based, symmetric block cipher cryptography algorithm which replaced DES for being extremely secure and for its excellent performance. 
LSB Replacement
Images are stored and displayed digitally using binary digits or bits and each of the bits carries a portion of the total information [20] . The left-most bit is the Most Significant Bit (MSB) and right-most bit is the Least Significant Bit (LSB) of a byte. MSB contains most of the information whereas LSB contains least information. So apparently, any changes brought to LSB will cause less distortion to the image. This simple yet magnificent principle is used in image steganogra- 
Discrete Cosine Transform
Discrete Cosine Transform (DCT) is very much alike Discrete Fourier Transform (DFT) [21] . DCT deals only with the real part or cosine part of DFT. Since image is a signal which doesn't contain any complex value so, DCT is used instead of DFT to convert the spatial domain to frequency domain. The equation (1) is the general equation for 1D-DCT.
( )
Since, image is a 2D signal hence it requires two successive 1D DCT to find the 2D DCT values. Equation (2) is the general equation for 2D-DCT.
where, ( ) ( ) 
Proposed Method
The proposed method combined AES, LSB replacement and DCT altogether to improve the data security. First the secret message is encrypted using AES Cryptography algorithm which generates a cipher text. The cipher text after Figure 2 illustrates the embedding procedure of the proposed method at the sender's end.
Information embedding algorithm is illustrated in Algorithm 1.
This stego-image is sent to its destination through public network. At the destination, to get back the original secret message from the stego-image, modified cipher text is extracted from it. Modified cipher text, when XORed with the pixel values of grayscale cover image, generates cipher text. Next the cipher text is decrypted using AES decryption method using the same cipher key used in the sender's side. In this way secret message is reopened by the recipient in the destination. Figure 3 illustrates the extracting procedure of the proposed method at the receiver end. Information extracting algorithm is illustrated in Algorithm 2.
Experimental Results and Analysis
To carry out the experiments of the proposed algorithm, color images and grayscale images of different formats were used as the cover image. The color images are converted into grayscale image before doing the image operations. Table 1 
Subjective Evaluation
The stego-image and the cover image should be indistinguishable visually. This can easily be measured by subtracting the pixel values of the stego image from cover image. Figure 4 describes the result of subtraction of two images, which is a complete black image.
This experiment was also done with other images which are shown in Figure   5 .
Objective Evaluation
Any algorithm that passes this evaluation should have a very good potentiality of not being detected by just only observing the image.
MSE and PSNR
MSE and PSNR are the two well-known objective image quality metrics to evaluate the standard and quality of any image. The MSE and PSNR are defined by using Equation (3) and (4) respectively.
where, M = Height of the cover image, N = Width of the cover image, p ij = Pixel value before embedding data, q ij = Pixel value after embedding data. 
where, C max = Maximum pixel value which in case of our images is 255.
If the value of PSNR is between 30 -40 decibels, then the quality of the stego-image is pretty good. A PSNR value above 40 decibels is considered as a very good stego-image and the changes are quite unnoticeable [22] . The better the PSNR value, the better the quality of the steganography. Table 2 shows results of the experiment based on MSE & PSNR.
Correlation
Correlation is the statistical measurement of similarities between two images.
Equation (5) calculates the correlation between two images.
A. Tauhid 
From a range of 0 to 1, a stego-image having a correlation close to 0 represents no similarity with the cover image, nonetheless having the correlation value approaching 1 represents high identicality of the cover and the stego-image. Table   3 shows results of the experiment based on correlation values. embedded data if there is a noticeable difference in the histograms. Figure 6 shows the histograms of cover and corresponding stego-image. The histograms These above mentioned parameters measure the quality of the stego-image and efficiency of the proposed embedding algorithm. From the results, it is found pretty good PSNR value and the correlation is also very good. Visually, the stego-image is almost equivalent to the cover image. So, the proposed algorithm can be said as an efficient algorithm for image steganography on different sizes and formats of images. A statistical comparison of PSNR values of different methods of image steganography and the proposed method is also shown in Table   4 .
Histogram Analysis
Conclusions
The proposed algorithm for embedding and extracting has two levels of security, it is a combination of both AES Cryptographic and DCT Steganographic methods which have proved to improve data security as well as the data secrecy.
Using spatial domain to modify the images may cause suspicion to attackers due to its additive noise on the cover image. For the benefit of human comprehension, frequency domain is often used since it hides the data more efficiently and thus the distortion of the pixel data is less noticeable to the naked eyes. This is why we use DCT, or Discrete Cosine Transform, in the proposed algorithm.
To justify the proposed algorithm as efficient, the value of correlation needs to be very close to 1 and PSNR value must be more than 40 dB. We got a correlation value of 0.9991, which is really close to 1, calculating the correlation value of the Lenna image of 512 × 512 resolution. The PSNR value calculated to hide 512 bits of data in a 512 × 512 Lenna image was 62.89 dB. Higher Correlation and PSNR here mean that there is better invisibility of our data in the cover image.
This shows that the proposed algorithm generated standard stego-images with excellent performance metrics.
